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Abstract: Distributed Machine Learning (DML) 

enables efficient training over large-scale datasets but 

also introduces significant security challenges. Due to 

its decentralized nature, DML systems are more 

vulnerable to malicious attacks, particularly data 

poisoning. This work addresses these challenges by 

proposing effective detection mechanisms tailored for 

distributed environments. 

We categorize DML into two types: Basic 

Distributed Machine Learning (Basic-DML) and 

Semi Distributed Machine Learning (Semi-DML). In 

Basic-DML, worker nodes independently process 

assigned data, whereas in Semi-DML, the central 

server also participates in the training process using 

additional computational resources. 

To mitigate data poisoning in Basic-DML, a cross-

learning based detection mechanism is introduced, 

which enhances the identification of malicious data. 

Additionally, a mathematical framework is developed 

to determine the optimal number of training iterations 

for improved detection accuracy. For Semi-DML, an 

enhanced detection approach is proposed that focuses 

on efficient resource allocation and improved 

learning performance. Experimental observations 

demonstrate that the proposed techniques 

significantly improve model accuracy while reducing 

the impact of poisoned data. 

Keywords— Distributed Machine Learning, Data 

Poisoning, Security, Resource Optimization 

INTRODUCTION 

Distributed Machine Learning (DML) has become an 

essential approach for handling large-scale data 

processing tasks across multiple computing nodes. In 

traditional centralized systems, processing massive 

datasets within a limited time is often impractical. 

DML overcomes this limitation by dividing the dataset 

into smaller portions and distributing them across 

multiple worker nodes for parallel processing. 

In a typical DML architecture, a central server is 

responsible for managing the dataset and distributing 

it among worker nodes. Each worker performs local 

training on its assigned subset of data and returns the 

results to the central server, which then aggregates 

them to produce the final model. 

However, as the number of distributed workers 

increases, ensuring system security becomes more 

challenging. The presence of multiple nodes creates 

opportunities for attackers to inject malicious or 

manipulated data into the training process, commonly 

known as data poisoning attacks. These attacks can 

significantly degrade model performance and lead to 

incorrect predictions. 

Earlier studies have demonstrated that adversaries can 

manipulate training data even with limited system 

knowledge. While several defense mechanisms have 

been proposed, most are designed for centralized 

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 26 Issue 08, August 2026

ISSN No: 2250-3676 www.ijesat.com Page 796 of 803

mailto:afzalsayed711@gmail.com


machine learning systems and are not directly 

applicable to distributed environments. 

Recently, some research efforts have focused on 

securing DML systems using techniques such as game 

theory. However, these approaches are often limited to 

specific algorithms and lack general applicability. 

To address these limitations, this work introduces a 

generalized framework for detecting data poisoning in 

distributed environments. We classify DML into 

Basic-DML and Semi-DML based on the role of the 

central server in the training process. For both 

categories, dedicated data poisoning detection 

mechanisms are proposed. The effectiveness of these 

approaches is validated through experimental analysis. 

Recently, there area couple of efforts devoted in 

preventing data from being manipulated in DML. For 

example, Zhang and Zhu [24] and Esposito et al. [25] 

used game theory to design a secure algorithm for 

distributed support vector machine (DSVM) and 

collaborative deep learning, respectively. However, 

these schemes are designed for specific DML 

algorithm and cannot be used in general DML 

situations. Since the adversarial attack can mislead 

various machine learning algorithms, a widely 

applicable DML protection mechanism is urgent to be 

studied. In this paper, we classify DML into basic 

distributed machine learning (basic-DML) and semi 

distributed machine learning (semi-DML), depending 

on whether the center shares resources in the dataset 

training tasks. Then, we present data poison detection 

schemes for basic-DML and semi-DML respectively. 

The experimental results validate the effect of our 

proposed schemes. 

1. LITERATURE SURVEY 

Recent advancements in distributed computing and 

intelligent systems have significantly influenced the 

evolution of distributed machine learning (DML). 

One such paradigm is Mobile Edge Computing 

(MEC), which enables low-latency processing by 

bringing computational resources closer to end 

devices. The integration of MEC with heterogeneous 

access technologies has improved communication 

efficiency; however, its direct application in vehicular 

environments remains challenging due to high 

mobility and dynamic network conditions. 

To address these issues, vehicular edge computing 

frameworks have been proposed, where vehicles 

themselves act as computational nodes. These 

frameworks enable collaborative task execution and 

efficient data sharing among nearby vehicles. For 

instance, cooperative task offloading mechanisms 

have been introduced to reduce latency and improve 

application-level performance, particularly in 

computation-intensive scenarios such as 3D 

reconstruction. 

Similarly, the Internet of Things (IoT) has played a 

crucial role in enabling intelligent transportation 

systems through continuous connectivity among 

devices. However, the increasing demand for 

communication in IoT-based vehicular networks 

introduces spectrum scarcity challenges. Cognitive 

Radio (CR) has emerged as a promising solution by 

allowing dynamic spectrum utilization. In this 

context, reinforcement learning techniques, such as 

deep Q-learning, have been employed to optimize 

data transmission scheduling, ensuring efficient 

utilization of available communication resources 

while minimizing transmission costs. 

From a system perspective, large-scale machine 

learning frameworks such as TensorFlow and MXNet 

have enabled scalable and efficient training across 

distributed environments. These frameworks support 

heterogeneous computing architectures, including 

CPUs, GPUs, and specialized hardware accelerators. 

Their flexible design allows developers to experiment 

with various optimization strategies and training 

algorithms, making them suitable for large-scale deep 

learning applications. 

Furthermore, the emergence of big data has 

significantly expanded the scope of machine learning. 

While large datasets enable more accurate and robust 

models, they also introduce challenges related to 

scalability, distributed processing, and system 

complexity. To address these challenges, structured 

frameworks have been proposed that integrate data 
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preprocessing, learning, and evaluation phases with 

system-level considerations. 

Despite these advancements, security remains a 

critical concern in distributed machine learning 

systems. Existing research primarily focuses on 

centralized environments or algorithm-specific 

defenses, leaving a gap in generalized protection 

mechanisms for DML. This highlights the need for 

robust and scalable data poisoning detection 

techniques tailored specifically for distributed 

architectures. 

2. METHODOLOGY 

i) Proposed Work: 

The proposed framework incorporates data poisoning 

detection mechanisms into distributed machine 

learning architectures, specifically targeting both 

Basic-DML and Semi-DML environments. The 

system consists of a central server and multiple 

distributed worker nodes that collaboratively 

participate in the training process. 

The primary objective of the framework is to identify 

and eliminate malicious or corrupted data samples that 

may compromise model performance. In the Basic-

DML setup, a cross-learning mechanism is employed, 

where multiple worker nodes validate each other’s 

outputs to detect inconsistencies caused by poisoned 

data. This collaborative validation improves the 

reliability of the training process. 

Additionally, a mathematical model is introduced to 

determine the optimal number of training iterations 

required to maximize detection accuracy while 

minimizing computational overhead. This ensures that 

the system maintains a balance between performance 

and efficiency. 

In the Semi-DML setup, the central server actively 

participates in the training process by utilizing its 

computational resources. A resource allocation 

strategy is implemented to optimize workload 

distribution between the central server and worker 

nodes. This approach not only enhances model 

accuracy but also prevents unnecessary resource 

consumption. 

ii) System Architecture: 

The architecture of the proposed system is divided into 

two primary configurations: Basic-DML and Semi-

DML. 

In the Basic-DML configuration, the central server is 

responsible for dataset management and result 

aggregation. The dataset is partitioned into multiple 

subsets and distributed among worker nodes. Each 

worker independently trains a model using its assigned 

data and sends the results back to the central server. 

The server then aggregates these results to generate the 

final model. 

In contrast, the Semi-DML configuration extends this 

architecture by allowing the central server to 

participate in the training process. In addition to 

aggregating results, the server also trains on a portion 

of the dataset. This hybrid approach improves model 

robustness and enhances overall system performance. 

A key component of the architecture is the cross-

learning mechanism, which establishes relationships 

between worker nodes. Workers sharing similar data 

subsets are considered adjacent in a virtual topology. 

The effectiveness of the detection mechanism is 

evaluated using the Probability of Finding Threats 

(PFT), which measures the likelihood of successfully 

identifying poisoned data. 
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The analysis of PFT under varying training iterations 

helps determine the optimal configuration for 

maximizing detection efficiency while minimizing 

false negatives. 

 

Fig 1 Proposed Architecture 

Since a basic-DML system which using the cross-

learning mechanism may have a different number of 

training loops, which is discussed in section III.B. 

Therefore, in this part, we will discuss the effect of 

cross-learning mechanisms with different training 

loops. We use the probability of finding threats (PFT) 

to reflect the effect in different situations. When the 

attacker randomly attacks y workers within x workers, 

the PFT of the proposed scheme is the probability 

when the attacker fails to influence the final trained 

model. In the virtual topology, two workers would be 

adjacent if they have the same sub-dataset. When the 

attacker successfully compromises two adjacent 

workers, our scheme cannot distinguish them. 

Therefore the PFT is equal to the probability that the 

attacker cannot simultaneously pollute two adjacent 

workers. In the following, we will discuss the PFT 

with different training loops and try to find the optimal 

number of training loops which make the proposed 

scheme most effective. 

iii) Modules: 

The system is composed of the following functional 

modules: 

1. Dataset Upload Module 

This module allows users to upload datasets 

into the system. It serves as the entry point 

for initiating the distributed learning 

process.  

2. Dataset Partitioning Module 

The uploaded dataset is divided into equal 

subsets to facilitate distributed processing. 

This ensures balanced workload distribution 

among worker nodes.  

3. Distributed Training Module (Basic-

DML) 

In this module, worker nodes perform 

independent training on their respective data 

subsets. The results are then transmitted to 

the central server for aggregation.  

4. Hybrid Training Module (Semi-DML) 

This module enables the central server to 

participate in the training process alongside 

worker nodes. It incorporates resource 

allocation strategies to optimize 

computational efficiency.  

5. Performance Evaluation Module 

This module compares the performance of 

different learning approaches. It generates 

visual representations, such as graphs, to 

illustrate accuracy improvements achieved 

through the proposed methods. 

3. EXPERIMENTAL RESULTS 

 

Fig 2 Home screen 
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Fig 3 Upload dataset 

 

Fig 4 Divide dataset 

 

Fig 5 Distribute dataset & Run basic DML 

 

Fig 6 Run semi DML 

 

Fig 7 Accuracy comparison graph 

4. CONCLUSION 

This study presents a comprehensive framework for 

detecting and mitigating data poisoning attacks in 

distributed machine learning environments. By 

classifying distributed learning into Basic-DML and 

Semi-DML architectures, the work provides a 

structured approach to addressing security challenges 

inherent in decentralized systems. 

The proposed cross-learning mechanism in Basic-

DML effectively enhances the detection of malicious 

data by enabling collaborative validation among 

worker nodes. Additionally, the introduction of a 

mathematical model for optimizing training iterations 

ensures improved detection accuracy without 

incurring excessive computational overhead. 

In the Semi-DML configuration, the active 

participation of the central server in the training 

process significantly improves model robustness and 
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accuracy. The implementation of an efficient resource 

allocation strategy further ensures optimal utilization 

of computational resources. 

Experimental results demonstrate that the proposed 

approaches outperform traditional machine learning 

techniques, such as SVM, in terms of accuracy and 

resilience to data poisoning attacks. The findings 

highlight the importance of integrating security 

mechanisms directly into distributed learning 

frameworks. 

Overall, this work contributes to the advancement of 

secure distributed machine learning by providing 

scalable, efficient, and generalized solutions for data 

poisoning detection. 

 

5. FUTURE SCOPE 

While the proposed framework demonstrates 

significant improvements in detecting data poisoning 

attacks, several opportunities exist for further 

enhancement and exploration. 

Future research can focus on the development of 

adaptive and self-learning detection mechanisms 

that dynamically adjust to evolving attack patterns. 

Such systems can leverage advanced techniques such 

as reinforcement learning and meta-learning to 

continuously improve their detection capabilities. 

Another promising direction is the integration of 

blockchain technology to ensure data integrity and 

secure communication among distributed nodes. 

Blockchain-based solutions can provide decentralized 

trust mechanisms, reducing the risk of malicious data 

injection. 

Additionally, the incorporation of real-time 

monitoring and anomaly detection systems can 

enable immediate identification and mitigation of 

poisoning attacks. This would enhance the 

system’s responsiveness and overall 

security. 

Optimization of computational efficiency remains 

another key area for improvement. Advanced 

optimization algorithms and hardware acceleration 

techniques can be explored to reduce processing time 

while maintaining high detection accuracy. 

Finally, extending the framework to support 

heterogeneous and large-scale distributed 

environments, such as federated learning systems, 

can further enhance its applicability in real-world 

scenarios. 
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